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Phosphorus project éﬂ

What: 6™ FP project in the area “Research networking test-beds”
5.1 M€ ($7.2M) EC contribution, 6.9 M€ ($9.7M) budget
20 partners, 814 Person Months

When: 1st October 2006 — 30t March 2009 (30 months)

More: http://www.ist-phosphorus.eu

Project Vision and Mission
* The project addresses some of the key technical
challenges in enabling on-demand e2e network
services across multiple, heterogeneous domains
e Phosphorus has demonstrated solutions and
functionalities across a test-bed involving European
NRENs, GEANT2, Cross Border Dark Fibre and GLIF
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Harmony system gﬁ

= WP1 system was presented at the OGF23 (Barcelona,
May 2008) as Harmony system (new branding name)

= What is Harmony?

 Itis an inter/multi-domain path provisioning architecture/system
where both Users and Grid applications can book in advance

paths and network resources over heterogeneous domains

= Which objective?

* The objective is to enable users and applications to make
dynamic, adaptive and optimized use of heterogeneous network

Infrastructures connecting various high-end resources
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Harmony architecture (I)

M55 Middleware Applications User
- PP - e
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NETWORK
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PLANE
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DB SYSTEM
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Legend:
HSI: Harmony Service Inlerface HMA Harmony NRPS Adapler
HSI* Harmony Service Interface (limiled sarvices) NSP: Nertwoark Service Plande
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Harmony architecture (1)

(deployed in Apache Tomcat)

Q
;t; Harmony’s GUI Application
{]  ctiont for reservation admin. via HTTP @

Web browser

Topol.-Client

Client for local topology admini.
(standalone Java application)

Harmony’s Topology ClientJ

HSI

Harmony Service Interface

(]
Inter-Domain Broker
(deployed in Apache Tomcat)

3 €
v

@
b 4

------------------------------------------------------------------------------

HSI

Harmony Service Interface

Harmony NRPS Adapter

NRPS-dependent interface (deployed in Apache Tomcat)

NRPS

NSP |

Network Service Plane |

Other IDBs

Topology exchange/fiooding
Other IDBs
Reservation requests

HAL |

HNA Harmony Adaptation Layer E

Network Resource Provisioning System
Supported systems: Argia/lUCLP, Argon, DRAC

Transport Network

Legend:

al. Resource reservation requests Client-to-IDB (admin or normal user)
a2. Topology requests Client-to-IDB (admin only)

b1. Resource reservation requests to NRPS (normal operation)

b2. Topology requests IDB-to-IDB within the NSP (topology exchange)
b3. Resource reservation requests IDB-to-IDB within the NSP (topology exchange)
c1. Topology requests HNA-to-IDB within the NSP (topology exchange)
c2. Resource reservation requests HNA-to-IDB (request forwarding)

d. NRPS-dependent interface

e. Network device dependent interface

Key points:

 Distributed (P2P) or
hierarchical architecture for
the Network Service Plane

» The Network Service Plane is
composed of independent
entities (Inter Domain Brokers)

e The distinct IDBs flood the
information of each domain
they control

* Harmony Service Interface is
common to the adaptation
layer and the network service
plane

e The new P2P architecture is
being tested over the new
virtual testbed
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Harmony AAI — Overview g

= The Harmony System implements an )
Authentication (AuthN) and Authorization /L —
(AuthZ) Infrastructure based on the g

Generalized AAA Toolkit [1].

=l = Signed and/or encryplod requost

L Resource roquost

" AUN » _ B IDB/HNA |
* Based on user certificate + user signature.
« PKl-based, using certificate X.509. S ;::ﬂl:ln ,_.{ - J
 Signature is exchanged using SAML - v %
assertions among entities. e —— Cortificato DB
« Signature added as part of the SOAP header R ""“*;“'“ |
in the service request message. e N
= AuthZ [ meonsel )‘_,I < ,J
 Access control based on XACML obligations ™ ! =
using local policy databases. |1 Rosource requost alroady authN/auth2'd
» Implemented using GAAA-Toolkit (ver. 0.5). i
« Session is held by exchanging tokens among [ﬁ: 8}
entities (token := GRI, value, validity) ‘ IDB/HNA \
Communications Centre de recherches u
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Harmony AAI — In detall

e e (108)
= AuthN module :

« SAML assertion (containing signature, %ﬁ
credentials) in the request header is Q Pl _soe o c?’f-' Atk mochde
checked by the AuthN module.

* AuthN module verifies the signature and
gets the user credentials.

* SAML assertion includes resourcelD,

send GHLa rs e
receive permitideny, loken

AcTan = create

action and subject map. G O | T e v o
— Authz mOdUIe // token = (GRI value, vakdity)

* Resource/Policy database contains the
suitable XACML policies.

— Resource example (for Harmony: HNA URI):

http://testbed.ist-phosphorus.eu/viola/harmony (7 >~
» Policy DB defines the permissions for ceive  permideny
each user profile over a given resource.

 Token maintains the session context
- - B é!ﬂ* Signed andior encrypled message (Step x)
along the architecture using a GRIplusa -" g Sommunicatons Centedo

Ressarch Contra los miusnications
Canada Canada 12cat
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Harmony AuthN / AuthZ workflow

{ User } ‘ Metascheduler b ‘ NSP/NRPS b ‘ GAAA-tk }

Login ( tribute: a1@ )

5 > a e:al@p

: L lauthngg

' user1 / pwd1 ' .

Success L authz))
.

from endpoint E1
to endpoint C2, X,
T, attribute a1@p,

|
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|
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i signature MSS,

| createReservation GRImss_xyz123, ( - . ]

i > tokenid 9876 signature: MSS

: ﬁ 3

: :

| . '

I s ™ - £ a

| from computer S createReservation . : . X

: to computer D | authiN() resourceld: E1, C2

: with bandwidth s action’ createReservation

: X time ___L!C_C_G?S_ _____ SUbjeCUd mss

, :

: eenstran 1, m | subjconfdata: true (authenticated)

! user1, pwd1 authZ() role: a1 (e.g. golduser)

e

! — Suocess subjctx: p (phosphorus)
_____________ —

| ‘:

i I

| |

I |

! reserveResource() g

| | | GRIand TokenD, ...

: reservation 1D 32 :

: reservation ID 22 r _______________ , :

| - —————— - I I
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Harmony Authorization workflow gﬁ

= AuthZ Module (GAAA-TK)
: ServReq(Srv.0biig2) | Resource
* PEP gets AuthN parameters SE”R‘*“‘EW-‘“‘"-‘“‘? > o —»  NE/GMPLS
and calls the handlers: ; ! :
[Swhszfﬂcm e A
— Context Handler gets the e [ - s
parameters and retrieves the - [ pep OI—TIIQ:::IOH
rules from the policies o «— |
— Obligation Handler performs 5""“&@3,&""'; l T l T :ﬁ:ﬁifm} .
allowed actions over the o :
resource iy | Conie ;---l* TVS : GAAA-AuthZ
« AuthZ ticket/token allow IS S B W !
. . XACMLAzReq XACMLAZR |
shared sessions for multi- SRAD (Azbesn Oblc) o .
. . . ] ) LPalicy :
domain environment in the . | PDP —»‘? (TEgek SR AE) ;
Context handler/TVS (e.qg. § Obig0) E

-----------------------------------------------------------

multiple HNA)
« TVS performs the validation of a given token.

* PDP checks the XACML rules from the policies for the deS|red resources.
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(, e Canada 12Ca
& An Agency of Un crpansme

Inciustny Canscis dirdustrd Canaca



N

= |ntroduction
= Harmony architecture

= Harmony AAI

 Authentication (AuthN)

 Authorization (AuthZ)

= Harmony service interface

* Harmony interoperability

recherches
Ressarch Centra  sur les communications

T ]
— ixth Framework Programme Canada Canada d 2 ca t

An Agency ol Uin organisme
Ingustry Canaciy dindustre Caraca

E:"é JJ# ] Sommunications Cenrede




Harmony Service Interface (HSI)

RESERVATION.wsdl TOPOLOGY.wsdl
» Defines all the data types » Defines all the data types
and operations used to deal and operations used to deal
with advanced reservations with the topology issues

-----------------------------------------------------------------------------------------------------------------
* * .

*

gRESERVATION_TYPES.XSdE TOPOLOGY_TYPES.xsd

Defines specific data types Defines specific data types
used by reservation actions i i used by topology actions

. * - .
------------------------------------------------------------------------------------------------------------------

-----------------------------------------------------------------------------------------------------------------
* *

*
.
-----------------------------------------------------------------------------------------------------------------

COMMON_TYPES.xsd
Defines all the common data types used by both
topology and reservation (mainly Domaininformation :
type, Endpoint type and InterdomainLink type) r{
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HSI — Reservation Service

€% networkPeservationPort Type

4 izfvailable
L1 input ristvallable [&] istvailable
<11 output  ighvailableResponise [e] izhwvallableResponse

Key points:
* isAvailable

» createReservation: Service Info (ID,
typeReservation, Connections..), jobID,
Notification URL consumer

e getReservation: ReservationID,
ServicelD

e getReservations: Start time, end time

e getStatus: ReservationID, array
servicesID

e cancelReservation: ReservationID

completeJob (currently not used)

cancelJob (currently not used)

activate
bind

[ UnexpectedFault

7 UrnespectedFault

(] UnexpectedFault

[ InvalidR equestF ault

' IrvealidR equestFaul

[&] IrvvalidR equestFault

[& DperationMatillowedF ault

7 OperationM otdllowedF ault

[2] Operation otdllowedFault

& Endpaint™ otF aundF ault

' EndpointM otFoundF ault

(2] Endpoint™ otFaundF ault

(g TimeoutF ault

' TimeoutF ault

[&] TimeoutFault

[ OperationMotSupportedFault

' OperationtotSupportedF ault

[8] OperationMatSupportedFault

&% createR ezervation

VA

Ll input [! createRezeryation (2] createReseryation

<11 output [ createRezeryationFesponse [2] createR eservationResponse
i getReservation

[l input ' getReservation [] getReservation

<11 output 7 getReservationResponge (8] getReservationResponse
i getBezervations

L+ input [ getReservations [2] getReseryations

<11 output [ getRezervationzRezponze 2] getReservationsResponse
&% netStatus

£ input [ getStatus [&] getStatus

<1 output 7 getStatusFesponze [8] getStatusResponse
& cancelReservation

L1 input [ cancelReservation [8] cancelReservation

<11 autput [ cancelReservationF ezponze [8] cancelReservationPesponse
@ complete)ob

[ input [ completelob [&] complete)ob

<11 output [ completelobResponze [#] complete)obResponze
## cancellob

L1 input [ cancelob [8] canceloh

<1 autput 7 cancelobResponse [8] cancellobResponge
5 activate

£ input 7 achivate (8] activate

<11 outpt 7 activateResponze [8] activateResponse
& hind

L1 input [ hind [&] bind

<11 output [ bindResponze [&] bindResponse




HSI — Topology Service

@8 TopologylFPotType

488 addOrE ditLiomain

Key points:
e addOrEditDomain
 add/delete/edit/get Domain(s):

Identifier, Reservation EPR,
Relationship, Bw, Description

» add/delete/edit/get Endpoint(s)

Identifier, Name, Description, Interface,
DomainlD, Bw

» add/delete/edit/get Link(s)

Identifier, Source Endpoint, DomainiD,
Costs

[ input 7 addOrE ditDomain [2] addDiEditDomain

<1 autput  addrEditDomainFesponze [2] adddiE ditDomainF esponse
4 addDomain

[ input [ addDomain [8] addDramair

<1 qutput [ addDomainFesponze [8] addDiomainF esponze
8 deleteDomain

L+ input T deleteDormain 2] deleteDomain

<11 output  deleteDomainResponze (2] deletel'omainResponze
4 editDomain

[ input [ editDarain [&] editDomain

<11 output 7 editDomainFResponze [2] editDomainfesponse
488 getllomains

L+ input  getDomains 2] getDomains

<11 autput ' getDomainzHesponze [8] getDomainzResponse
&8 addE ndpoint

[ input ' addE ndpoint [2] addE ndpoint

<11 autput [/ addEndpointR esponse []" addE ndpointF esponse
48 deleteE ndpoint

1 input [ deleteEndpoint [8] deleteEndpairt

<11 autput [ deleteEndpaintResponze [&] deleteE ndpointResponze
48 editEndpoint

[ inpat [ editEndpoint [B] editE ndpaint

<1 output [ editEndpointResponze 8] editEndpaintF esponse
4k getEndpaints

[ input [ getEndpaints [8] etk ndpaint:

<11 autput [ getEndpointsFesponse (8] getEndpaintzResponze
48 addLink

7 input [ addLink (2] addLink

<11 output [ addLinkResponse [®] addLinkResponse
48 deletelink

[ input ' deleteLink 2] deleteLink

<11 output [ deleteLinkResponse [&] deleteLinkRezponse
i editLink

L1 input [ editLirk (] editLink

<11 output [ editlinkFResponze (8] editlinkResponse
2k getlinks

[ input [ getlinks (8] getlinks

<11 output 7 getlinksResponze [#] getlinksResponze




HSI — Common data types (I)

Domain Information type

%] DomaininformationT upe [ DnmainldentifierT_l,lpe]
[&] Domainld DomainldentifierT ype
I : 7 7
[e] Relationzhip [0.1] DomainfelationshipT ype = DnmalnHelatlnnshlpType:]

[8] SequenceMumber [0.1] int

[IEI TN.-'-‘«F'refi:-:T_l,lpe]

[8] Dezcription [0.1] shing
(8] ReservationEPR ary IR —
& TopologEFR 0.1] aruUR [nterdomainLinkTvpe
s/ [E] MatificationEPR [0.1] aryUR IE] Ciki stiing
[€] TH&Prefis [0.°] THAPrefisType 18 SourceEndpaint EndpoiniType
A R T [8] DestinationD omain Dromainldentifier T ype
[e] avgDelay [0.1] int i8] costs 011t
[8] rmaxBw 0.7 int
€] Feature 0.7 shing CiomainT echnologyT ype
7 g SR [0.1] DomainTechnalogyType [2] DomainSupportedtdaptation  [0..%]  shing
sss | [&] DomainSupportedBandwidth  [0.7] long
[e] DomainSupportedSwitchiMatris [1..%] shing

Pad Sl e i2cat
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HSI — Common data types (ll)

Interdomain Link type

EndpaintT ype
[2] LinklD ztring [2] Endpaintid E ndpointldentifier T ype
[2] SourceEndpaint E ndpointT ppe [] Mame [0.1] =tring
. [e] DestinationDarmain DamainldentifierT ype [g] Descrption  [0..1] string
[] costs [D.] ink usa [e] Interface [0..1] EndpointinterfaceT ype

[e] Domainld [0..1] DomainldentifierT ype
[2] Bandwidth  [0..1] int
[e] Technaology [0..1] EndpaintT echnologeT vpe

iEI Dramainl dentifierT_l,lpe]

Endpoint type
e (=] ErdpointidentifierT ype]
[2] Endpaintid EndpointldentifierT ppe
i .
[€] Name [0.1] sting LEI EndpnlntlnterfaceType]

[2] Descrption  [0..1] sting

i 7 =
ses €] Interface [0.1] EndpointinterfaceT ppe |--EI DnmamldenhherType]

[e] Domainld  [0.1] DomainldentifierTupe
[e] Bandwidth  [0.1] int

E ndpaintT echnolagyT ype

[e] Technology [0.1] EndpaintT echnologyT vpe < —1E| EnpoiftSuppanadidamation:. [T - sting

ELE Tt g L N L L
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Harmony System Collaborations

The Harmony system Key points:

 For any integration it is
necessary to build an
Harmony Gateway, with
the HSI on the one hand,
and the interface of the
other system in the other

(e.q. IDC, IDM, E-
NNI, ...)

(e.g. IDC, IDM, E-
NN, ...)

Harmony Service Interface (HSI)

Inter Domain Broker {IDB)

hand
 Harmony Service Interface (HSI) | [ Harmony Service Intertace (HSI) | « This HG translates the
Inter Domain Broker (IDE) Hamany NAPS Adopler (HHA requests in one system-
Metwork Resource Provisioning
Syslem NRPS) language to the other
————— SyStem—Ianguage,
making communication
possible between the two
H Service Interface (HS! Service Interface (HS! i
[ Harmany Service Intertace (HS) | [ Harmany Service Intertace (HSI) | [ different systems.
| Harmony NRPS Adapler (HNA) | | Hammony NRPS Adapter (HNA) | Service Plane

(HNSF)
MNetwork Resource Provisioning MNetwork Resource Provisioning
System (NRFS) System (NRFS)
HG = Hamony Gateway

* The HSI code has been refactorized in order to achieve higher modularization in the architecture
for easy integration with other systems.

I*l Communications mg;“mhm = g

‘, Canada
6 An Agency of Ui orpansme
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WP1-WP2 (G°MPLS) Integration

= Work for WP1-WP?2 integration started. First draft design:

Default
parameters
{optional, but WP1
maybe needed for PEER|NG MODEL
performing full
HSI b E-NNI - gateway vision -

IDB and G’MPLS as peers,
sharing inter-domain topology knowledge

: |
| |
;" I !
IDB I GA :
: |
ik q vl — — — |
: ' : A :
| HSI |
HS| | . RESV-MSG | 2.
H—() H RESV- |ead] - 5. 1|l =8 |
RESV-WS | <I Pracessor 2 =5 -
| || PrOXY 5532 +® & 2 I
Reservation 4-'— | o E g | * | o® = |
Handler || _nsi Harmony EZE |l Localws | si | Signallin
To:g.lws I . I < T} TOPO- | HNA | © " | | controller I cngntrnlleE
| | PROXY Registrator I | = H I
I [ 2 2
I | \ : | E ks I : G°MPLS
S | HIETRNETTA N 1. s | DOMAIN
IDE Flooding RESV-PROXY [~ | .— || Toro-ws Rad A a EP 5|1 tocaws | controller I controller
= -
controller | | 5a é | — I g |
E L o
| IR |
TOPO-PROXY || I O“I‘ Resv-ws [P| RESVSG = = || =
I I andler I I |
| L — — — — — S I L — — — I
N | 1l 1 |
| |
| |
| |
| WSDL :
Java language C language
. implementation implementation
Reservation
Outgoing IF (client/producer]
. Topology <l— going IF ( p )
. TBD O* Incoming IF (server/consumer)

Bl e o e orrans 2C8t
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= Setting up a testbed for Internet2-Phosphorus interoperability

demos using Harmony

ohoschorus Atibute Auhoris! Phosphorus-Internet2 Interop Global Setup b
"Security Token Senice = New VLAN between

Security Token Service
HSI

i2CAT and UvA
IDB/IDC
‘ " T e "o "oe”  provisioned by

HNA ﬁ HNA il A ) _ Netherllght

e = Implemented
VIOLA [2CAT ?’;'\EEI PowsrEdge . o ot Internet2
ra
- Harmony-1DC

ARGON/ ARGIA /,_/ a _““—.\ _
GMPLS r,_.- ) \

, . translators.

UvA Tesged UvA Testbed

Blue Domain Pink Domain

Service Plane Signalling Link

HNA i Harmony NRPS Adaptor IDC f?\ Internet2 Inter-Domain Controller
. e———= [Data Link
HSI Harmony Service Interface/ Resource Management S.ng|f;esf
1 Inter-Domain Broker zasdp Network Resstigrtc;emPrO\ﬂSIOHIng s Reserved Data Link
I oo I Communications Centre de recherches -
Reseurch Conve s 12cat
Canada

6‘, An Agency of Uin organisme
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Next goals gﬁ

Collaborations:
= |Interoperability with G?MPLS and Internet2

= Basic interoperability with GEANT2 JRA3’s AutoBAHN and
other related projects (G-Lambda?, enLIGHTened?)

= Common interoperability methods definition with those projects
= New collaboration lines: CARRIOCAS and KISTI.
Development:

= Fully working peer-to-peer NSP (M24)

= Qperative security infrastructure in the NSP (M24)

= Multi technology support and bandwidth management at the
NSP level (M24)

= QOperational gateway/translators to G2MPLS, Internet2 and

AutoBAHN (M30) SRR S —
< Il st waemncies j2cat

Mwm Uin organisme
Ingustry Canaciy dincustre Carsca



PHOSPHORUS éﬂ

Sergi Figuerola — 1I2CAT Foundation
Barcelona, Catalonia
(sergi.figuerola@i2cat.net)

B e R R
14 Cat

P Sl

Inciustny Canscis dirdustrd Canaca



PHOSPHORUS %ﬂ

Michel Savoie

Communications Research Centre Canada
Ottawa, Canada
(michel.savoie@crc.ca)
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